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How non-ideological extreme violence (NIEV) develops, and how this
differs from ideologically-driven or impulsive violence

Starting Assumptions:

| understand NIEV as extreme violence perpetrated by individuals for whom ideology or a
group-based sociopolitical grievance is not a primary driver.

| also assume NIEV involves developing capability and motivation for violence over time. This
differs from impulsive violence, which would be a reaction to an immediate circumstance.

| will refer to the development of motivation for NIEV as radicalisation, meaning extremisation
of views around violence, in which an individual comes to believe that violence is acceptable.

| also note that the vast majority of research on radicalisation to date has assumed either an
ideological or group-based sociopolitical motivation.



Traditional approaches to radicalisation
imply a linear pathway

5. Psychologically
prepared for terrorist

e Staircase is a metaphor, but is misleading and mis-directive: action
* No evidence for steps as distinct stages 4. Formal socialisation into
* No evidence for how people move between steps terrorist organisation

* No evidence that people move linearly

« No evidence of behaviours routinely associated with 3. Condone violence/group
specific steps engagement

* Attitude -> behaviour connection is fallacious
2. Blaming others for grievances

 Why we can’t predict movement between steps:
+ Low base rate in society 1. Trying out ways to address grievances
* Equifinality (many paths to similar outcomes)

* Thereis no evidence for causal impact of factors with high

prevalence in society (like Autism and psychopathology) 0. Perception of relative deprivation/injustice

“Staircase to terrorism”, Moghaddam (2005)



Two-pyramids model (ccauley & Moskalenko, 2017)

Opinion Action
“cognitive radicalisation” “behavioural radicalisation”




Attitudes-behaviours corrective (
model (halil et al., 2019

Behaviors: Extent of involvement in
ideologically justified violence (y-axis)

Individual A: Motivated to
involvement in violence
substantially by economic gain
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Individual B: Motivated to
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by the pursuit of status and
adventure-seeking \ ‘

Individual C: Motivated to
involvement in violence substantially
by the fear of repercussions by a

violent extremist entity c<o>
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Attitudes: Extent of opposition to
ideologically justified violence (x-axis)

Individual D: Motivated to involvement
in violence substantially by a sense of
purpose gained through acting in
accordance with ideological beliefs
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Individual E: Sympathetic
towards violence, but not
involved in its creation

)

Attitudes: Extent of sympathy for
ideologically justified violence (x-axis)

Figure 1. The partial disconnect between attitudes and behaviors.*’

Behaviors: Extent of involvement in
idenlogically justified violence (y-axis)

Individual incentives in
L | combination with enabing foctors

provoke movements upwards

Structural motivators in
combination with enabling factors
provoke movements to the right

Antitudes: Extent of opposition to
ideologically justified violence (x-axis)

Attitudes: Extent of armpathy for

ideologically justified violence (x-axis)

Figure 3. An RCT interpretation of drivers in relation to attitudes and behaviors.




(Group-based) Motivations

* Group identity
* |dentity fusion
* Perceived injustice/grievance

* Anger .
* Moral conviction — Violence

* Efficacy

* Perceived injustice
* (Political) failure
 Contempt

* Perceived illegitimate actions
by other groups or authorities

Thomas et al. (2022)



Social
interaction /
Socialisation
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The new reality of online youth
radicalisation




Evidence

Work commissioned by the ESRC Network Plus for Analytical Behavioural Science
for Security and Defence ( ):

1. Expert Roundtables:

* Multi-agency approach and coordination required (Smith & Smith’s, 2025, and
recommendations )

2. Systematic review of research on youth exploitation and harm in online
networks:

* Public report available ; academic article under peer review available on request

3. Empirical evidence:
* The project


https://crestresearch.ac.uk/nabs/
https://crestresearch.ac.uk/download/5641/nabs_readout_community_event_youth_rad_and_harm_in_online_networks.pdf
https://crestresearch.ac.uk/resources/youth-radicalisation-and-harm-in-online-networks
https://crestresearch.ac.uk/resources/youth-exploitation-harm-and-violence-in-online-networks-practitioner-report
https://crestresearch.ac.uk/projects/com-network-topic-and-role-analysis-contra/

Systematic Review (Smith et al., 2026)

n = 44 studies identified from roundtable
participants

Records identified from:
e Bibliographic searches (n = 5,242)
e Database searches (n = 3,988)

Identification

De-duplicated records screened (title) — ———
(n = 8,044) ecords excluded (n = 6,680)
Records screened (abstract) ] _

(n = 1,364) Records excluded (n = 1,166)
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Studies included in review:

Identified by roundtable participants (n=21)
Included from screening (n = 179) —— | Pending inclusion (n=14)

Identified by expert coauthors (n = 18)
Total =218

Included
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Systematic Review (Smith et al., 2026)

* Psychological (Pexrsonal) -e.g., history of life experiences, poor caregiver
monitoring, perceptions of discrimination (Smith et al., 2026)

* Social - social interactions, status-based incentives, norms (Smith et al., 2020)

e Technical: - Extreme violent content; social media affordances; recommendation
systems; LLMs (Kunst et al. 2026; Smith et al., pre-print)

In the absence of ideological drivers or other group-based, sociopolitical motivations, these factors
may work in combination to explain the development of motivation for violence.

» Capability development (activation) is separate and has different signals
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Distal Antecedents

Proximal Processes

7

Life Experiences and Personal Characteristics
Prior victimisation

Personal vulnerabilities

P1. Victimisation
Seeking behaviours — exposure
— grooming/targeting
— coerced harm production

H1, H2

Societal Context

Misogyny - gendered grievance

Inequality/perceived threat and alienation

P2. Significance and Belonging Seeking

Need/significance deficit = membership of group with
structured pathway to status and sympathetic ideology

Mechanisms

Outcomes

Sociotechnical Environment

Algorithmic recommendations
Platform affordances

Content exposure

P3. Group Norm Internalisation

competitive status hierarchy

— harm as social capital currency

Hé

P4. Victim-to-Perpetrator Transition
Prior victimisation
+ group internalisation and engagement with content

- role transition

Harm Perpetration
CSAM - sextortion

cybercrime - violence

Harm to Victims

Self-harm - suicide

CSAM - exploitation

J

7'y

A
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_______L______________________J.______\

Moderators (P5)

Ingroup identification - caregiver monitoring and attachment - financial incentives

— o e mm mm mm mm mm mm e e m Em m EE M Emm e S m M mm Em e e mm mm = o

Smith et al. (2026)

Group-level Escalation
Norm intensification/radicalisation

harm competition
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Predisposing factors / Moderators
(e.g., threat sensitivity, existing
worldviews and ideologies)
T
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extreme and negativity bias user's pre-existing illusory truth effect extreme

moralizing content (Psych) grievances (Psych) and mere exposure content
(Al) i effect (Psych)

Registration as a signal of interest.

Kunst et al. (2026), p. 403




Contextual Variables / Events

Predisposing/Facilitating
Psychological Factors

Relative Deprivation
World View / Ideclogy
Cognitive Rigidity
Need for Closure
Threat Perceptions
Conspiracy Mindset
Quest for Significance
Identity Uncertainty

Loneliness

V

Process / Mechanism

Al: e.g., recommenders, trending, autoplay,
amplification, mass generated and tailored
content, Al swarm visibility amplification

!

Psychological: e.g., negativity bias, mere
exposure, illusory truth

—

2. Reinforcement

Al: e.g., filter bubbles, echo chamber, group
recommendations, selective surfacing, mass
generated and tailored content, Al swarm
synthetic consensus

Triggering Factors

Perceived Attack
Against the Ingroup

Call to Action by
Leaders

i

Psychological: e.g., confirmation bias, social
proof, bandwagon effect

3. Group Integration

Al: e.g., identity-based targeting, generative
Al companions, Al swarm communities

i

Perceived Opportunity

Personal Stressors

4. Violent Extremist

Psychological: e.g., identity fusion,
polarization, reputational concerns, moral
outrage, misplaced certainty

Outcomes

Initial attraction to
extreme content

Endorsement,
reduced corrective
info

Group belonging,
affective
polarization,
validation of violent
narrative

Kunst et al. (2026)




CONTRA

1523 users, ~500,000 messages
October 2023 — March 2024

Text data — no multimedia content

analysed, but high frequency of

|ma§e V|deo audio and streaming
ia is evident

Harm is present, but atmosphere is

fun — active posting on Christmas
and NYE

Clear (if lenient) moderation policy
— reflects a set of values and ethics
(albeit contradictory)

14 users have received criminal
convictions, including the chat
admin

Adjacent chats share 25-50% of
their members

Highly active, disorganised, social
messaging channel-a
cosmopolitan community with a
history and identity

Links often shared — sometimes to
other chats, or channels acting as
host for specific extreme content

Its popularity is borne out of its
effectiveness as a social hetwork



Discussion Topics

Derogatory sexual
language

15.2%

Conflict and
veracity

10.6%

Censorship and
moderation

9.3%

Geopolitics
9.2%

Racial politics
6.9%

Commerce and

Familial racial

Informal sexual

Daily life (food)

Recreational drug

wealth slang language use
4.3%
6.5% 5.9% 5.7% 3.9%
Sl concgpts Gender politics DEELn Elme Voice chat Animals
and dynamics romance
0 0 0

3.3% 2.7% 2 6% 2.4% 2.1%

Videogames Daily !lfe Cam culture Chat owner Channel—spemﬂc
(sleeping) discussion discussion
0] 0
2.1% 2.0% 2.0% 1.8% 1.7%




Gendered dissociation of message content among
influential users

Female

Conflict

Physical appearance
Mental health
ldentifying information
Gaming

Drugs

Finances

Everyday lifestyle
Voicel/video chat
CSAdiscussion
Misogyny

politics

Doxxing

history discussion
Racism

Swatting

Shitposting

Sex discussion
10 10

Code frequency per 100 messages




What can research on online mobilisation tell us
about the point at which grievance, violent
thinking or online expression becomes more
closely associated with real-world action?

What psychological, behavioural or social
markers most reliably indicate escalation
from grievance or fixation towards
preparation for violence?

Types of behaviours that might signal risk to society:

(1) Information gathering; tactical planning; operations (e.g., Schumann et al., 2025)

(2) Social side - joining and engaging in risky networks/groups (as per CONTRA); evidence of “fusing” with the

group (Ebner et al., 2024).

(3) Group-specific behaviours that reflect conformity to norms of violent groups (as per CONTRA).

BUT: Attitudes are a poor predictor of behaviour; the attitude:behaviour relationship is conditional (Glasman &

Albarracin, 2006)

* Key conditionis efficacy

* Specificity problem: lots of people have similar radical attitudes, low base rate of offending

* To ascertainrisk, research on online mobilisation using a matched-samples design suggests that focusing on

signals of activation is useful (Brown et al., 2026; Wolfowicz et al., 2021)




Evidence for association between online
behaviours and the perpetration of violence

Brown, Smith, et al. (2026):

Matched case-control design to compare the
online behaviour of 26 convicted right-wing
extremists with a control group of 48 right
wing extremists without convictions.

Actual online behaviour, including leakage of
behaviour

3 convicted of a violent offence involving the
murder of one or more people,

7 convicted of violent assault,

2 convicted of plotting an act of terrorism,

7 convicted of possession of terrorism related
materials or weapons,

3 convicted of membership of a terrorist
organisation,

3 convicted of making violent threats,

3 individuals convicted of distributing harmful
content



Evidence for association between online
behaviours and the perpetration of violence

Brown, Smith, et al. (2026):

* Hate/ideological talk didn’t
predict conviction status

* Increases in content relating to hate speech
and ideology were related to decreases in
the likelihood that a post was authored by a
subsequently convicted user.

* Talk of action, efficacy and
logistics did predict conviction
status

* Contentrelating to violent action,
operational planning, and logistics was SHAP value (impact on model output)
most important in distinguishing between
convicted and non-convicted users and
were more predictive than hate speech or
ideological content of future violence.

Feature value .




Table 2
Descriptive statistics.

Variable Terrorists (N Non-violent U

Evidence for association | m—s
behaviours and the perp

Differential 0.542 (SD = 0.219 (SD = 3.880***
associations 0.504) 0.416)
with terrorists
Network size 478.104 (SD
(Computed) = 214.673)
Network size 518.2 (SD =
(Missing) ! 273.864) = 368.005)
Posts/day 0.555 (SD = 0.469 (SD =

(Frequency) 0.795) 0.442)

Wolfowicz et al. (2021): Matched Duration BB ED 34365 (D
case-control design to compare Definitions

N Radical ratio 0.696 (SD = 0.578 (SD =
the Facebook activities and irenat s 0.377)
o o o 3 ifferential reinforcement
Interactions of 48 terrorists in the Likes/post 45.001 (SD  44.087 (D

. . . = 47.136) = 36.296)

100 days prior to their attack with 7538 (SD= 9110 (SD =
a 2:1 control group of non-violent
radicals.

528.083 (SD
= 270.561)
573.533 (SD

Comments/post
6.813) 9.167)
0.469 (SD = 0.156 (SD =
0.729) 0.326)
Imitation (post type)

Shares/post

Text posts (%)

Shared posts (%)
Picture posts (%)

Video posts (%)

17.938 (SD
= 23.089)
32.792 (SD
= 32.854)
45.083 (SD
= 33.285)
4.20 (SD =
.121)

31.271 (SD
= 22.089)
15.271 (SD
= 20.637)
45.577 (SD
= 26.517)
8.00 (SD =
.121)

#5% 0,001, **<0.01, *<0.05, {<0.10.
1 25% missing for the terrorist group and 68% missing for the non-violent

radicals group.



Summary of Implications as Relevant to Inquiry

* Therisk anindividual poses needs to be assessed with respect to the different indicators of
motivation and capability developmentin (1) self or (2) others.

* A shared multi-agency risk-assessment tool should include online behaviours, delineated by
those that facilitate motivation and activation. Browsing/search history, app usage, gaming,
and social media usage needs to be audited as standard and risk assessments repeated
over time.

* There should be a further ability to restrict or monitor access to the internet if a significant
threshold is passed concerning the risk they pose to others, including restriction of the
ability to delete accounts and search history.

* Social media, online games, chat bots, and search engines should have content controls on
as a default “out of the box” standard (an opt-out rather than opt-in approach)

* Systems and processes should be reconfigured to remove the ideology requirement in favour
of an updated understanding of (all) the processes that lead to a fixation on, or the believed
desirability of, violence.



Summary of Implications as Relevant to Inquiry

Regarding the new reality of online youth radicalisation, there is a need for:

 Consensus on a multiagency definition to facilitate operational response
* Strategy to deconflict and clarify operational response.
* Alerts to notify frontline staff, parents, and carers of the risks and signs of risk.

 Development of educational and training material for frontline staff, and for parents and
carers.

* Development of mechanism for sharing new insights/standard operating procedures across
agencies

(Smith & Smith, 2025)



“The implications of this integrative picture for practice are not trivial: they
suggest that effective responses will need to address the sociotechnical
environments that generate these conditions [...], rather than focusing
exclusively on the attitudes or individual-level characteristics of those who
become enmeshed in the networks,” (Smith et al., 2026, p. 29).
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